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Course Specifications





Course Number:

035177




Course Length:

5 DOT





Course Description





Overview:

Gain hands-on experience to pass the CompTIA Security+ certification exam with the CompTIA Security+ (SY0-601) course and lab. Interactive chapters and hands-on labs comprehensively cover the SY0-601 exam objectives and provide knowledge in areas such as security concepts, operating systems, application systems, and many more. The CompTIA Security+ study guide will help you get a full understanding of the challenges you'll face as a security professional.





What’s Included:

The CompTIA Security+ SY0-601 exam verifies that a candidate can assess an enterprise's security posture and recommend and implement appropriate security solutions; monitor and secure hybrid environments, such as cloud, mobile, and IoT; and operate with an understanding of applicable laws and policies, such as governance, risk, and compliance.




Lessons

18 Lessons

1 Exercise

340 Quizzes

215 Flashcards

170 Glossary of terms




TestPrep

90 Pre Assessment Questions

2 Full Length Tests

90 Post Assessment Questions

180 Practice Test Questions




LiveLab

38 LiveLab

39 Video tutorials

54 Minutes





Video Lessons

81 Videos

12:56 Hours





Course Outline 




Chapter 1: Introduction

Chapter 2: Today's Security Professional

Chapter 3: Cybersecurity Threat Landscape

Chapter 4: Malicious Code

Chapter 5: Social Engineering, Physical, and Password Attacks

Chapter 6: Security Assessment and Testing

Chapter 7: Secure Coding

Chapter 8: Cryptography and the Public Key Infrastructure

Chapter 9: Identity and Access Management

Chapter 10: Resilience and Physical Security

Chapter 11: Cloud and Virtualization Security

Chapter 12: Endpoint Security

Chapter 13: Network Security

Chapter 14: Wireless and Mobile Security

Chapter 15: Incident Response

Chapter 16: Digital Forensics

Chapter 17: Security Policies, Standards, and Compliance

Chapter 18: Risk Management and Privacy




A more detailed outline can be found here.
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